Instalacion y configuracion

Ahora que nuestra configuraciéon de Proxmox estd configurada, vamos a cambiar a la configuracién
de pfSense. Esto se hara a través de la consola dentro de Proxmox. Para ello iniciamos la maquina
virtual de pfSense y empezamos con la instalacién.

1. Acepte los avisos de derechos de autor y marcas registradas si esta de acuerdo.

Copyright and distribution notice
Copyright and Trademark Notices.

Copurighti(c) Z2004-Z2016. Electric Sheep Fencing, LLC ("ESF").
All Rights Reserwved.

Copyright(c) £014-202Z2. Rubicon Communications, LLC d-b-ra Netgate
("Netgate™J.
All Rights Reserwved.

All logos, text, and content of ESF andrsor Hetgate, including underlying
HTML code, designs, and graphics used andsor depicted herein are
protected under United 3tates and internmational copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permis=sion of ESF andsor Hetgate.

"pf3ense” is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
permis=zion of ESF and-sor Netgate. All other trademarks shown herein are
ouned by the respective companies or persons indicated.
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Fecept>

2. Seleccione instalar pfSense.

pfSense Installer

e lcome

Welcome to pfSenze!

l Install Install pf3ense

Rescue Shell Launch a shell for rescue operations
Recover config.=ml Recowver config.xml from a previous install

£Cancel>
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3. Seleccione un mapa de teclas o continlde con el predeterminado.

pf3ense Installer

Keymap Selection
The system console driver for pf3ense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

»>»» Continue with default keymap

—»— Test default keuymap

( ) Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BDS3)
Bulgarian (Phonetic)
Canadian Bilingual
Central European
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<ije lect > <Cancel>

[Press arrows, TAB or ENTERI]

4. Seleccione Rooteo guiado en ZFS y luego seleccione Aceptar.

pf3ense Installer

Partitioning
How would you like to partition your disk?

Auto (ZFS5) auided Root-on-ZF3

Auto (UFS) BIODS Guided Disk Setup using BIO3S boot method
Auto (UFS) UEFI Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

shell Open a =hell and partition by hand

<Cancel >

5. Seleccione instalar para continuar con la instalacidn.
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pf3ense Installer

ZF3 Conf iguration
Conf igure Options:

=

»»» Install

Pool Type-Di=sks:
Rescan Devices
Disk Info

Fool Name

Force 4K Sectors?
Encrypt Disks?
Partition Scheme
Swap Size

Mirror Swap?
Encrypt Swap?

Proceed with Installation
stripe: 0 disks

E

E

pfSense
YES

NOD

GPT (BIOS)
1g

NO

NO

e o By - o I

<Cancel?>

Felect>

6. En este paso, puede seleccionar tira, sin redundancia. Si desea utilizar la redundancia, puede
modificarla aqui (aunque su configuracién inicial serd diferente a la de este tutorial).

pf3enze Installer

ZF3 Configuration
Select Virtual Device type:

Stripe - No Redundancy

mirror Mirror - n-Way Mirroring

raidle RAID 1+0 - n x 2-Way Mirrors
raidzl RAID-Z1 - Single Redundant RAID
raidzZ RAID-Z2 — Double Redundant RAID
raidz3 RAID-Z3 - Triple Redundant RAID

<Cancel >
TAB or ENTER]

[Press arrows,

7. Seleccione el disco duro y luego Aceptar.


https://docs.ntechadmin.com/uploads/images/gallery/2023-04/OE61fjXMgPydwn5O-image.png
https://docs.ntechadmin.com/uploads/images/gallery/2023-04/5TnY1DRl5v0ZZLzq-image.png

pf3ense Installer

ZF5 Conf iguration

[=1] QEMU QEMU HARDDISK

8. Si desea continuar, seleccione si.

pf3ense Installer

ZF3 Conf iguration

Are you sure you want to

the current contents of the following disks:

da@

< HES > < NO >

[Press arrows, TAB or ENTERI]

9. {El sistema operativo pfSense ahora estara instalado!

pf3ensze Installer

Archive Extraction
Extracting distribution files...

bhase.tx=z...

Overall Progress:

10. Seleccione no en la pagina de configuracién manual.
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pf3ense Installer

Manual Configuration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modif ications?

Cves > NI

11. Finalmente, reinicie el sistema.

pfSense Installer

Complete

Installation of pfSensze
completet Would you like
to reboot into the
installed sysztem now?

GRAYTES <Shell >

Configuracion de WAN/LAN

En este punto, nuestra maquina virtual esta instalada y configurada y el sistema operativo pfSense
estd completamente instalado. El Ultimo paso es asegurarse de que nuestras interfaces estén
configuradas correctamente dentro de pfSense para que podamos acceder a la consola de
administracién web.

1. A su WAN y LAN se le asignaran automaticamente direcciones IP (suponiendo que los cables de
Ethernet estén conectados a cada puerto).

Si esta informacidon es correcta, puede acceder a pfSense navegando a la
direccion IP de LAN. Tenga en cuenta que su dispositivo actual debe estar en la
misma subred para acceder a él (en este ejemplo, la direccion IP del dispositivo
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debe ser 192.168.1.X).

Starting syslog...done.

Starting CRON... done.

pf3ense Z.6.0-RELEASE amd64 Mon Jan 31 19:57:53 UTC Ze22
Bootup complete

FreeB5D-amd64 (pfSense.home.arpal) (ttywd)

KUM Guest - Netgate Dewvice ID:
=xx Welcome to pfSense 2.6.0-RELEASE (amd64) on pfSense ===

WAN (wan) -> emb -» visDHCP4: 192.168.100.105-24
LAaN (lan) -» eml -» vi: 192.168.1.1-24

@) Logout (55H only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP =hell + pfSensze tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7?) Ping host 16) Restart PHP-FPM

8 Shell

Enter an option: [j

2. Si no es correcto, seleccione 2 para acceder a la seccién de asignacion de interfaces, luego
ingrese el nimero de interfaz que desea configurar.

Logout (55H only) pf Top

Assign Interfaces Filter Logs

et interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfiense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (=shd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: 2
vailable interfaces:

1 - WAN (em@ - dhcp, dhcpb)
- LAN (eml - =static)

Enter the number of the interface you wish to configure: [

3. Los pasos seran diferentes en funcién de si selecciond la interfaz WAN o LAN, pero tendra que
realizarla y configurarla como le gustaria que se configurara.

NOTA : Si no tiene una direccién IP WAN, reinicie su médem y luego reinicie pfSense.
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Zz — LAN (eml - static)

Enter the number of the interface you wish to configure: 2

Enter the new LAN IPv4 address. Press <{ENTER> for none:
> 192.168.100.1

Subnet maszsks are entered as bit counts (as in CIDR wnotation) in pfSense.
e.g. 255.255.255.0 24

Z55.255.0.0 16

255.0.0.0 8

Enter the new LAN IPv4 subnet bit count (1 to 32):
> 24

For a WAN, enter the new LAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
>

Enter the new LAN IPw6 address. Press <ENTER> for none:
>

Do you want to enable the DHCF =serwver on LAN? (y-nl) y
Enter the start address of the IPvd client address range: 192.168.100.5
Enter the end address of the IPv4 client address range: 192.168.100.100]]

4. En la pregunta final, seleccione "n" para continuar usando HTTPS para la configuracién web.

Do you want to revert to HTTP as the webConfigurator protocol? (y-n) njj

5. Asegurese de que el dispositivo en el que se encuentra actualmente esté en la misma subred
que la subred LAN gue eligié (o gue tenga una ruta hacia ella).

NOTA : Una vez mas, si la configuracion de WAN no parece estar obteniendo una
direccion IP, reinicie su médem y luego reinicie pfSense.

https://DIRECCION_IP_LAN

fZisense

SIGN IN

1. Ahora que podemos acceder a pfSense, inicie sesién con las siguientes credenciales:

e Nombre de usuario predeterminado de pfSense: administrador
o Contrasena predeterminada de pfSense: pfsense
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2. Los siguientes pasos nos guiaran a través de nuestra configuraciéon de pfSense

Flisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Setup / 2]

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.
The wizard may be stopped at any time by clicking the logo image at the top of the screen,

pfSense® software is developed and maintained by Netgate®

3. Selecciona siguiente hasta que llegues a la seccién de nombre de host, dominio, DNS primario
y secundario. Rellena estos ajustes como quieras y, a continuacién, pulsa siguiente.

Wizard / pfSense Setup/ General Information (7]

Step2 of 9

General Information

On this screen the general pfSense parameters will be set

Hostname pfsense
EXAMPLE: myserver
Domain home.arpa

EXAMPLE: mydomain.com

The default behavior of the DNS Resolver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services = DNS Resolver and enable DNS Query Forwarding after completing the wizard

Primary DNS Server 8888
Secondary DNS Server 8844

Override DNS
ow DNS servers to be overridden by DHCP/PPP on WAN

4. Selecciona un servidor de tiempo .
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Wizard / pfSense Setup/ Time Server Information

Step3 of 9

Time Server Information

Please enter the time, date and time zone.

Time server hostname 2 pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server.

Timezone Etc/UTC

5. Deja la configuracion WAN como DHCP, luego selecciona siguiente. (De esta manera puedes ir

a tu router principal y dejar la ip que se le ha concedido por DCHP como ip estatica y nunca
cambiara.)

Wizard / pfSense Setup / Configure WAN Interface

Configure WAN Interface

0On this screen the Wide Area Network information will be configured.

SelectedType DHCP

6. Modifiqua la configuraciéon de LAN si es necesario.
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Wizard / pfSense Setup / Configure LAN Interface

Step 50of 9

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address 192.168.100.1

Type dhcp if this interface uses DHCP to obtain its IP address.

Subnet Mask 724

7. Cambia la contrasena del usuario administrador.

Wizard / pfSense Setup/ Set Admin WebGUI Password

Step6of9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password

Admin Password AGAIN

8. Selecciona recargar para recargar la GUI web.

Wizard / pfSense Setup/ Reload configuration

Step 7 of 9

Reload configuration

Click ‘Reload’ to reload pfSense with new changes.

» Reload

Una vez se recargue nos aparecera la GUI tal que asi:
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WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Status / Dashboard

System Information o0
Name pfSense. localdomain
User admin@10.0.0.62 {Local Database)
System pfSense

Metgate Device ID: efceScbObcSadSe256bf
BIOS Vendor: American Megatrends Inc.
Version: WTGLKC1R110-G
Release Date: Fri Nov 12019
Version 2 4 5-RELEASE (amd6d)

built on Tue Mar 24 15:25:50 EDT 2020
FreeBSD 11.3-STABLE

Version information updated at Thu Apr 9 6:51:30 UTC 2020 =

CPU Type Intel(R) Celeron(R) J4105 CPU @ 1.50GHz
Current: 1500 MHz, Max: 1501 MHz
4 CPUs: 1 package(s) x 4 core(s)
AES-NI CPU Crypto: Yes (inactive)
Kernel PTI Enabled
MDS Mitigation Inactive
Uptime 00 Hour 40 Minutes 21 Seconds
Current date/time Thu Apr 9 6:52:04 UTC 2020
DNS server(s) = 127.0.01
« 10.0.0.1

Last config change  Thu Apr 9 £:41:08 UTC 2020

State table size
0% (9/791000) Show states

MBUF Usage |
15 (6086/1000000)

B+ e

o0

Netgate Se

Contract type

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your piSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the NETGATE RESOURCE LIERARY.

You also may upgrade to a Nelgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
committed o delivering enterprise-class, worldwide support at & price point that is
more than competitive when compared to others in our space

= Upgrade Your Support « Community Support Resources

« MNetgate Global Suppert FAQ « Dfficial pfSense Training by Netgate

» Metgate Professional Services « Vigit Netgate.com

If you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to
validate support for this unit. Write down your NDI and store it in a safe place.
‘You can purchase TAC support here.

-
L%

a5 WAN + 1000baseT <full-duplex> 10.0.0.89
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